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(57) Abstract: 

PROBLEM TO BE SOLVED: To surely detect and make 
ineffective a device which has a problem and to use 
discrimination information characteristic of an unusable 
storage medium to cipher or decipher contents or a 
contents key when a device which is not made ineffective 
is made ineffective. 

SOLUTION: In an open ROM area 132 secured on a PM 
(storage medium) 13, a revocation list RL is previously 
registered and when the PM 13 is used to record contents 
by, for example, an LCM (contents use management 
system) 1, a controller 130 of the PM 13 receives 
discrimination information ID LCM (ciphered information 
of which) of the LCM 1, refers to the list RL according 
to the information, and decides whether or not the LCM 1 
is made ineffective according to the reference result. 
Only when it is decided that the LCM is not made 
ineffective, a media key KM made secret in a secret area 
134 is (ciphered and) passed to the LCM 1 and used to 
cipher the contents key KC. 
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r®^«s*» b ^ Rm^«& s«t««$ftit«ioT; 
^(Dfii^fccfc yi&E^EttfEii!ncEt££;ftrcL^ 'Jtk . 

■ra»*^«*^*3a<b-r^6^S3&^*jSL. ^(d^j 
sie^fcjs c-cs»*^«*o)«isanb^iMffli-r sjpjs^ 

EtIJtfco 

[R#H4] T^v^;u=i>T>^(7>E^^^t-f« 
iU=i>T>^(DE»^fcttWA^*Jffl^fiBnjcElfi«li*T* 

^>^>v&m<Dtzihtz:mstoit?^$w*m&tmHi*! 

S^ESH^i:. 

20 ^b^^;u:i><x>^X-$>oX. Mfcy^*-— ^>3> 
1fc*86*niJE=i >-r ^4t^"-T *>tz&>(D zi >^>^^-~ 
<t^frl*X^x^i*|-^&tD^x£3^— i- «fc UBt^b$ 
ttfcB&^^b^^^JU3>T->^A^^-^igf- t t LJgsgJ 
*t£|glz. 3Ry«ftr— : >3 ^3>1fHB£ 
REKEeitRiftrcEtt $ *tT U 7f?<r— is a 
(DA— a >flHt£ StttfrU ^CDtisSx^fcgo^X 
tJJE^Etm^mfcS^rOU^^-va >tfr*&A<Etl£ 

>f >7*«t«St * BiJBEt§& 
30 t*rcE«$nfcBt#^b^i?^;u=i> J r>*>)&^m^-5R*lc 

«fcy*jffl$n&Rfctt. ittt?tt«^b^m?i5 
$«rim$sitBe^T. *-a>flHCf£j: yREttssEtt 

R4K f t Elfi $ *tr l ^ y tK^— a >*« $ #Rt * C 

aynfaib&WFrzmm^Btt. mtz&mt&teiz&zmz 
tt^i^tt. fjE^i^stCc*: y ^^b-r-<^T^^<b^j 

-1- ffl CD =J > t- > *y 4— (D b f c ffl t v $ ^ -V X £ ^r— 

aias^at^^trzi >hp~7 1 tarn? z> 1 1 
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m^itr^xu^tmimctzm^tzn^ 

^^^;tzi>T>^OE»ttlfig^fc-(*l5^«ite(D^ 

T-rT^t zi > h a — ^ <t ^^b^tL/clStS^i*^ 
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vm^mcDzi >n->^^r— commit ^tzitm-^it^iT ^ 
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Z>^£*>X2ho 
[0003] cnba)fy^J^>T>7li, «ti^l#M 
PEG 2. MP 3 tt^^tz^rV^ J^ft^rit&.ffjXDMmtZ 

[0004] 

/ =i tf — £ g s rc^7 ? c t t<x ^ & (7) t% ei&s&i* 

[0005] f K<7)£ ^^IBl3i>^< 

rep^a>ho~^^ a<- wb $ ttfciatsjiw^o i %x 

[0006] scorns. /<— v^;u=i>t 0 j-~^. -fc-v 

L^^>IE^/c^4,^7>T'&^3b^^1§S^r^iiEL. IE L LASSIE 

— ) OPi-^Hb 0>r-fe>xe&*§Hb) /flmt££:&3> 
^v^coBt-^ib/^^bicmtv^^^^^^^t^o 
[ o o o 7 ] £ c JLKftSBK^iBSfcltflN*, 

®ll::*»©KiiE«£lM#U ^-<D«SiiE^^=J>iT>^^r 
— tO00-^ib/S-^1b^^(*=J>^>^(7)Bg^bX^-^^ 
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40 n^ii-^ic. ±Ea> ha— t7&m&m*&mfrz>m& 
■w^ttsg^arwftt^sc+aor. toiwwy y>: 

^^(D^^b^^i^r^^^fc Msjufr^^r*^^ 
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[0013] :cT%'±w$Efiffl«$, s^aau^ 

sstM^yji resist- 'jtk^-vb ^tsffico 
too 14). &tz. -*mm<o&m&:i*fci y*~>r— >a 

va>^^tLfc'j7K>r-*>3>m^) a^vXfA 

^n^^vtzm.mwm^^^m^^u^it. jigs 

[0 0 17] ^t-. *$§f?8<Diats$£tef4s /<— i?a>m 
mn z y Ttf^- 3 >fiM8jcwin £ titzm^itTWji, 

x £ |- ct y Bt-sHb £ n^Pg-^t-T^ ^;lzi >^ 
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^ ^-AV7 h^(DT-^T'^oT4i<fcl\ 
20 [O0 2 1] EMD (Electronic Music Distributor) 

[0 0 2 2] 3 >^>^*JSmi^>Xi^ (JilT. LC 

M (Licence (SOMI -)Compl iant Module) £ftTZ>) 1 

14. /<— Vt^a >t°^L— ^ ( PC) £ffl(^T 

^^tL^> 0 :©LCM 1 fZ*>lt>6=:>-x>^SSCD^ 

30 [002 3] LCMIft ^(OEMD (CCT'li, E 

B&^b=i>^>^^/ctt^o^^-t?>x mmtkfttm 

[0 0 2 4] L CM 1 I*, • =i >^f>'> • 

/s* Secure Music Server : SMS y , 

40 iutsms <tf^-r^>) 2^-r^ 0 ^0SMS2it n 

ffi#A<^AUfcB&-^<bb>7 L >^^EMD I /F 
^^x-X) ^3^^feLr*l-tH5^ 0 0g^.^=i>^> 

^>o SMS 2(4Pf-^-(ba>x>^^5jtgs^i:, -^tL^ 

&tou?ztztoiznsE&t&&mLTi*xi,m<. zom 

50 s M S 2 4<Slt >t > 7 ^ P c±TS4 
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[0 0 2 5] SMS2li$fc, >*r-f T I X F 6 

ar^rtt^^^u*— K^ogats^^f-rT c&t. pm 

(Portable Memory) <t**T£) 1 3 |C*J LTD >^f> 

*-r««©*fflO)E»S^»1R.(fiLT. -fRWzPD (Po- 
rtable Device) 1- 2fc-t?*y hltffll^^ 
<tT\ ^g^PM 1 3(cgB^?ttfcr]>-T>^^PD 1 2 

[0O26] SMS2^bPM1 3^ffi3>f >7(DE 
[00 2 7] :CT\ LCMlC.tif I'V^-f^^ 
LTfcU, PM 1 3 tZ. -tCO&mZ =l>ir>*y < t 

r^j a>t> r^j u^T>v&fttt*z.£umz*iU 

te. 0»|*_f£. PM1 3*LC.M1 (D^^f^T ! /Ff 6 

[0 0 2 8] PM 1 3(i. E)3(C^Tcfc^(C 3>hD 
— ^ 1 3 Ot. teWm*$n 3 1 3 4*vb 

^^Etty-x-fTaJtA^Htnft^^. »IH^1 3 4 
I*. =J> hD-^ 1 3 0^aLT^M(D¥i (O^tJ 

mm 2 tt fc4#^^> -e l -t? x x$ # o>g2mis^ 

l>£>;h,&o »M«1'3 4(i, ^ftt^PMI 3lCg^ 
CD>-x>rTSifc»Jfifl8 (JilT, >^7^-<h:f*T*) K 

T^r — K M li, &PM1 3(Zg^T'fctL(^^ <. v'J7 
;U«^^»J£#-^ (PM1 3ffi*(D»i6»^ ^fcttSl 

££ e fcfc. >fO^K M |, ^PMl 3fcg^ 
B«§'Hf#8£ => << -fe 4% £>:£j£-t ? (CUT 

ft^ROMfS*S£{*#!*l£ROM (gS<5*itJ L 
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ttRISMi (&T. -i>^ROMfim<h^r^) 132t 

£) 1 3 3^b^^ 6 MROMi^M^li'ROMl 

-h ft*. CCD^^ROMfim. ^^R/Wfim 

li. 5feCD^ROMfiJt^5t^$tt^ROM, f£^R/ 

w«#Atar# $ itiz> y 7 ^ * ^ u -t i- . ^n^'njt 

[O 0 3 O] ^^ROMfSl^l 3 2 ^^B^dlf^ 
10 IffGTf v-a >1fJ#8a<*tl£-r* PM 1 3(DffiH 

I*. 3>^>^(D^(Dfc < ft[CPM 1 3 (D*Jffi£*ft2!Hb 

-r^i&s (lcm: pd) , ser^'ft^w^ai^s^b 

tt'PM13 (^HR/W^13 3) 

s^^«t%ft-rx«ii» (lcm. pd) A^ssfliTte^ 
iWRsaHt-r^^ttsstDasiflt* (f/w x i d) <dux n 

20 flWfij-fcf«.T ru^-v3>'JXhRLj ^>5ffigS 
^ffl^>2) 0 oaty s ^ROM^I 3 2IZ(i. ijtK^- 
— ->3 >U X KR L*^ tb&mZ tLTl^Z> 0 

ly % ycizm^(D) n>^>^^— K c ^. PM1 3 fzftt 

30 2ti:^b^W:3>f> l V) I*. K c T*B&^-|b^tl 
fc=J>^>'> (K c [C3 ) ^PM1 3(C^T^>^ 
-<T^~K M -e^^b-r^ (K M [K c CCD ] ) C<tX' 

[003 2] LCMK PD1 2 4>^fc. g)4f-^-f^ 

9(:pmi 3 tmmco&mmzmcx i^z> 0 bo^lc 

Ml [i N i^ROM^I 1 2S^g§R/W|S1^1 1 

40 ^Iftepi o^5tS^tLT^>6c ^mmm^ ^ Aizit, l 

cm i (on&%mm (fA'a i d> i D LCM A^<ftiEtt 

£nTL^ 0 »^lgcl 14fC(*^fc. ^=l>^>^^ 

4lCi*^fZ. ©1 f=.**rS«tttt»8A^?ft«$tlTl^ 
^ 0 SMS ^(DgiMTfCfe^^m-x — ^4§^^1 O (& 
^R/WH1|S£1 i 3) lctS^$tiiiX0tia>f 
>^tt, -^<DglSiJtf^T'$>^=i>"r>^ ID (TtD) 
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114) frt>^r— 9£K*%&feft0)ttBflm K^*/< 

[0033] — -PD 1 2f±. 4*6SROMtMM 2 2 
JRtf^BilR/WfMEi 2 3iNb^l»«ii|l 2 1 
^§^CD^JlilrLi)^^-bX-i?^7U:t^gfTOT 2 4 £ 
©«EtS€B«t£WL-C^*„ *&B$|ifSl 2 4fcfi, PD 

10034J I2tt, PD12(0«|««S*t o PM1 
3(4. PD 1 2(D> f-f 7 I / F»1 2 f l:»Ltfij 
ffl$*L-&. LCM14<P,D12.^LTP.M13|;S^ 
S^"f^>1f^(i. 'LCM1W(DPDI/FH5, PD 1 
2F*3CDL CM I /F^Pl 2 e. >f-f7l /Ffc&l 2 f 

SftALrSKPM i 3(0&BfBigi 3 4 (B3M) 
(CT^-t7X-r^) 0 >f-f7l/F<P12flt PM13 

coi*!B$lt£i 3 4rzT^-tx-r^fc^coitJB^m7'<7-tr 

XSfl (B^WO HLtl^ 0 PD1 2f^(D^g§R/ 
WSgiUM 2 3S^g^T2 4 (D4#RB) (4. tfj;*. 
f^^-yv^^M 1 2 d±fCJt«^^Tl>^ 0 g^c^ 
g§ROMi^12 2 (g}4#K?) f4. ROM12c±t 
5f^£*t~Cl^„ 2 cl:(i, PM13£C0 

&o PD12T'lt C P U 1 2 a (DmfflOljt. dtO:? 

□ ^5ai^9tpmi 3 t<Dr$omz.&mm<Dmmi)* 

Coo 3 5] *mm*mo)Mfttz'oi\T. emd 

(DEMD ! /FgU31?SiItT. SMS 2lCcfc tJt^f 

— *tttMPi ofc-B#4S$ftbfc^. ^-co r^$$j £ 

^?^;PM1 3fCtBH (Dt'-) ^^1-^70 

tO 0 3 6] CC0*i£\ ^x<v^7^ h(D*&^;6<0iJ;5U4 
L CM 1 CDO-— if I / F«I1 5£fl-LTft3*U Mo P 
Ml 3j^L CM 1 C0>x -f T I /F-aB6t-|R*$tLfcS 
PgT'. LCMKD^f>f7 l/FSi6^PM1 3CO=l> 

hd- ^ i 3 o tor$x~mto<oteM.t&$Lis<VT*>ti2> <x 

t'y^sioi), cco*S5S2iiEf4, l cm i 

[0 0 3 7] grt\ ^§!A^^485gB^igiiE-r^=ti(Di: 
§£B<4. ^§sA<bC0^T*3TSCDZ]>^>^SSM^^^ 
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-ftfL£»ffiSk sT?&&^<fbUT. ^<DB»lfc$vh,fc 

a» (k s [r] t«r) $«i«Atts-r. *wat* 

14. 4tBfl^k p £ffil^T. ks [R] £fg-^U «-^|g 
*A<56I=*£ LfcSUK R (C^ L l**U4\ B (4IE LLn 

[oo3 8] ^<Dik. ±&ttQcz£-&mmBfrt>mm. 

10 CLCDig^ 1&3SB/44>§§^££U$l_ «i£A 

^kLX^^SBT^^gi^ffl^rig^L. 5felz-ft 

[0 0 3 9] &_t0>*§S*giiE (S 1 0 1 ) fc«fcy, LC 
MT&tfPMl 3CD^[CTaE^^1S^X*fc^Ci:A<?t 
SS£*t*:£$\ LGMKD^f-f7l/'F^6<tPMl 

-commm <k x1 ) *t**r$*t*. ccd^— smi*, #j 

K.I*DVD-ROM(D3 >x > ^fi^-^^b 7 ; U -T ' J Xi> <t 
.20 Lt^^tLTL^CSS (Content Scrambling Syste 

[0040] LCM10/f-T7 I /F^6lt ©1^ 
«M 1 (SStS) £:ftTL^gJl'<7)S&55iJtef8 ! D 

LCM £^ftLTs31£ I D LC „^|giiE£| (K X1 ) -CB»<b 
U *<DB»<t;**ifc I D LCM (=K X1 [ I D LCM ] ) £ 

02) „ 

.30 [004 1] PM13(J)3>hQ~7l 3 0IJ, L CM 
1 £'J^b>0OK xl [ I D LCM 3 A<D*— 3*Jft"T?Btf#L 
fclSiiE^ (K X1 ) ^«L. I D LCM £*#* Uf^7 c 
S103), ^CPM13(Da>hD-7 1 3 0I1 ^ 

«1 3 2Wfl)'J^~: ^3 >«JX h R L ^#EL, 

cfcy. l cm i cj:^pm i 3(omm&mmt?z>t}^ 
[oo42] 4>l. i o^tz-^&?z>®i%imm<*)*: 

40 V— >3>'JX hRLlCg^^nTl^>6it^iC^4. 3^ 
hD — Z7 1 3 Ol4|^^-r>2) LCM1 ICfc^PMI 3 CO jpj 

[0043] CtLfcStL. I D LCM /C-lkrSB9|flHa 
14. n> 1 3 Ott^t^LCM 1 IZ^^PM 

i 3co^jffli^pj^tur^^tco^^j^: l. wwm®-] 

f £ (Xf7 7'S10 5) . fltD> hD-7 1 3 0 
50 14. LCMT 0)>f^7 I /FSIJ6 <t<DRUT' (^LC 
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(DESIiEgt (K X2 ) ^tL/:it% -hffiSl^aBLfc 
>T*7^-— K M £S2HEg| (K X2 ) T'Bf-^fbU ^ecDBf 
^b£;frfcK M ( = K X2 [K M ] ) ^LCMUC^i, (X 
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